
August 7, 2008

To our Valued Client,

Protecting the security of sensitive client information is a top priority for The Bank of New York Mellon (the “Bank”) and its affiliates, and we maintain internal practices designed to protect this information while it is in our possession and control.  In the course of providing services, we may exchange confidential information with your organization electronically via e-mail.  The use of e-mail facilitates timeliness and other efficiencies as well as consistency with our environmental and corporate responsibility policies.

As there are inherent risks with exchanging e-mails, we strongly recommend that transmissions of sensitive information by email be encrypted and secure.  Failure to secure or encrypt sensitive information while in transit increases security risks such as interception by unauthorized persons, alteration, and non-delivery.  Persons who acquire this information could use it to commit fraud, identity theft and other crimes.
To provide a secure email communications capability the Bank utilizes a security technology called Transport Layer Security (TLS) on its email servers.  TLS technology automatically encrypts email communications between mail servers when both mail servers support the capability, similar to the manner in which a web browser encrypts data when communicating with a secure web server. You can benefit from this technology deployment if your organization has also implemented support for TLS.  You should contact your technology support staff to ascertain if this is the case and you should make your requirements for TLS known to your technology support staff if they have not.  In order to assist you with this process, we are enclosing a copy of TLS Frequently Asked Questions.  If you have additional questions with regard to TLS, please contact your Relationship Manager.

In the spirit of putting the interests of our clients at the forefront of all that we do, we want to make sure that you are aware of these risks.  However, if you wish us to continue to send to you sensitive information by unsecured or unencrypted means, we will.  If this is the case, we will not accept responsibility or liability for any unauthorized access to, or any loss, misuse or alteration of, information exchanged between us.  Furthermore, we will not accept liability or responsibility for the actions or inactions of any Internet service provider, telecommunications carrier, courier, or other third party, even if selected by us.

We trust that you will agree that the risks inherent to e-mail transmission are far outweighed by the convenience that you will enjoy by communicating by e-mail and embracing the benefits of utilizing TLS.
Regards,

The Bank of New York Mellon and its Affiliates

